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Summary


	DescriptionWikimania 2023 - IP Masking.pdf	
Presentation slides for Wikimania 2023 

Title: IP Masking: Big Change to Protect Editor Privacy 

Speaker: Niharika Kohli (WMF), Madi Moss (WMF) 

Abstract: Wikimedia projects can be edited with or without a user account. Currently, editing without an account means your edits will be publicly attributed to your IP address. IP addresses carry [personal information](https://foundation.wikimedia.org/wiki/Policy:Privacy_policy#definitions) and can present a privacy concern for our unregistered editors. The Wikimedia Foundation is leading an initiative to mask the IP addresses of editors across Wikimedia projects in a program we call IP Masking. In this session, we will go over the work that has happened so far and detail our plans going forward.

IP Masking is aimed at improving our users’ privacy and ensuring that they can contribute to our projects effectively and safely. At the same time, we want to address legal risk around publishing and storing these IP addresses indefinitely. 

The biggest changes coming are: 
1. IP addresses of unregistered editors will no longer be public; access will be restricted to editors who need to see them to fight spam, vandalism, harassment and disinformation 
2. Unregistered editors will be assigned a temporary account with an auto-generated username which will be treated differently than registered users 

This is a huge change, not just because of the amount of work but also because of the impact it will have on our patroller workflows. 

Our objectives for this session are to:


	Recap previous phases of this work, including an overview of the IP Info tool
	Discuss the proposed MVP features for IP Masking, with a particular focus on what changes users can expect and when to expect them
	Provide an open space for feedback, questions and discussion


Note: This proposal is also relevant to the "Technology" track in addition to "Legal, Advocacy and Risks"

Presented at: Suntec Singapore Convention and Exhibition Centre, 2023-08-17 08:00 to 08:30 UTC 



Video file: File:Wikimania 2023 - Room 311 - 17 August - IP Masking, Big Change to Protect Editor Privacy.webm
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	You are free:
	to share – to copy, distribute and transmit the work
	to remix – to adapt the work
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	attribution – You must give appropriate credit, provide a link to the license, and indicate if changes were made. You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use.
	share alike – If you remix, transform, or build upon the material, you must distribute your contributions under the same or compatible license as the original.




https://creativecommons.org/licenses/by-sa/4.0CC BY-SA 4.0 Creative Commons Attribution-Share Alike 4.0 truetrue



Captions
EnglishThe slide deck for the IP Masking presentation at Wikimania 2023


Items portrayed in this file
depicts






copyright status



copyrighted








copyright license



Creative Commons Attribution-ShareAlike 4.0 International








source of file



original creation by uploader








inception



11 August 2023








MIME type



application/pdf
















File history


Click on a date/time to view the file as it appeared at that time.


		Date/Time	Thumbnail	Dimensions	User	Comment
	current	18:15, 11 August 2023	[image: Thumbnail for version as of 18:15, 11 August 2023]	1,500 × 843, 36 pages (5.61 MB)	NKohli (WMF)	Uploaded own work with UploadWizard





File usage


There are no pages that use this file.



Global file usage

The following other wikis use this file:

	Usage on www.mediawiki.org
	Trust and Safety Product/Temporary Accounts
	Trust and Safety Product/Temporary Accounts/ar
	Trust and Safety Product/Temporary Accounts/be-tarask
	Trust and Safety Product/Temporary Accounts/bg
	Trust and Safety Product/Temporary Accounts/blk
	Trust and Safety Product/Temporary Accounts/bn
	Trust and Safety Product/Temporary Accounts/de
	Trust and Safety Product/Temporary Accounts/dtp
	Trust and Safety Product/Temporary Accounts/en
	Trust and Safety Product/Temporary Accounts/en-gb
	Trust and Safety Product/Temporary Accounts/es
	Trust and Safety Product/Temporary Accounts/fa
	Trust and Safety Product/Temporary Accounts/fi
	Trust and Safety Product/Temporary Accounts/fr
	Trust and Safety Product/Temporary Accounts/gu
	Trust and Safety Product/Temporary Accounts/he
	Trust and Safety Product/Temporary Accounts/hu
	Trust and Safety Product/Temporary Accounts/it
	Trust and Safety Product/Temporary Accounts/ja
	Trust and Safety Product/Temporary Accounts/ko
	Trust and Safety Product/Temporary Accounts/mk
	Trust and Safety Product/Temporary Accounts/mni
	Trust and Safety Product/Temporary Accounts/pl
	Trust and Safety Product/Temporary Accounts/pt-br
	Trust and Safety Product/Temporary Accounts/ru
	Trust and Safety Product/Temporary Accounts/th
	Trust and Safety Product/Temporary Accounts/tr
	Trust and Safety Product/Temporary Accounts/uk
	Trust and Safety Product/Temporary Accounts/vi
	Trust and Safety Product/Temporary Accounts/zh
	Trust and Safety Product/Temporary Accounts/Updates
	Trust and Safety Product/Temporary Accounts/Updates/ar
	Trust and Safety Product/Temporary Accounts/Updates/bn
	Trust and Safety Product/Temporary Accounts/Updates/de
	Trust and Safety Product/Temporary Accounts/Updates/en
	Trust and Safety Product/Temporary Accounts/Updates/es
	Trust and Safety Product/Temporary Accounts/Updates/fa
	Trust and Safety Product/Temporary Accounts/Updates/fi
	Trust and Safety Product/Temporary Accounts/Updates/fr
	Trust and Safety Product/Temporary Accounts/Updates/he
	Trust and Safety Product/Temporary Accounts/Updates/hu
	Trust and Safety Product/Temporary Accounts/Updates/ja
	Trust and Safety Product/Temporary Accounts/Updates/ko
	Trust and Safety Product/Temporary Accounts/Updates/pl
	Trust and Safety Product/Temporary Accounts/Updates/pt-br
	Trust and Safety Product/Temporary Accounts/Updates/ru
	Trust and Safety Product/Temporary Accounts/Updates/th
	Trust and Safety Product/Temporary Accounts/Updates/uk
	Trust and Safety Product/Temporary Accounts/Updates/vi
	Trust and Safety Product/Temporary Accounts/Updates/zh




View more global usage of this file.


Metadata

This file contains additional information, probably added from the digital camera or scanner used to create or digitize it.


If the file has been modified from its original state, some details may not fully reflect the modified file.
	Short title	Wikimania 2023 IP Masking
	Software used	Google
	Encrypted	no
	Page size	720 x 405 pts
	Version of PDF format	1.4



[image: ]

Retrieved from "https://wikimania.wikimedia.org/wiki/File:Wikimania_2023_-_IP_Masking.pdf"


					

				

			
			
		

		
			

	


		Privacy policy
	About Wikimania
	Disclaimers
	Code of Conduct
	Developers
	Statistics
	Cookie statement
	Mobile view



		[image: Wikimedia Foundation]
	[image: Powered by MediaWiki]





		

	
 

 

		
		

Toggle limited content width







